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Logi n Process
Understanding reCAPTCHA

r e CAPTOO)HA as stated EomphetaedrwyomMpymomat ed Pub

Test to teldl Computdarss aandoHumangdeApartbot s and
aut omated bots all around the world crawl web p
there is no security on them. This tcohledh iymal ud
submit it, or a uséhina medeglap sgquoe at fyemaifli ght a.

attacks.

Whenuser visits thdheo gbbng itma gppea gdei,sabl ed. ( See t
arrow.) This behavior is beasusett lyetr eéo@AemMT CHiA C
Once the user checks the box
SANTEL reCAPTCHA verificattihoen proce
SRR doghut wohl beUsmrall evd | | onl
see dexhira security fgeatnuroe wl
We b maiolanf | nt ernet Service P
ot her than Sant el

I f the user has never see
verification form before and
Need help odggiomgviaiin?abl e.
will open a fihnel altougrien tporuorc eo
and exml arior e det ai l

Pl easeafnteomany f ai |l edp partht)x e
us enray b € re q ueste d to Cl I ¢ k gl?::?erifyoncetherearenoneleft
items in them. This is to ve
the interneat (Segkti mage

Once you have pahses ecdh evcakl bi ¢
green, and you wBVdleflralladaleWis| |
havieasi est 6A®9rauSecsrity Pref
all ow about ~5 attempted | og
and the user is prompted to
increase this poefeadwnse daodve:
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The Tour Pl ugin

Welcome to the gwtc.net webmail portal.
Click "Next" for a guided tour, or 'Exit' to exit.

Please Note: If you are still currently using both the
old and new webmail instance:

old instance

once. ta C ed in ti e ance will not be
transferred back to the old. Mail, however, will not be
affected.

+
= M Exit Mext

Refresh Compose

When a user | ogs in, they have the option of
to begin the tour is in the Vbryg wopll dfm the
screen and enadbdiehmaoeyhcaadty view, including
&xGbwutton wild.l halt the tour andiNeBRbtaace onhevi lde
continue the tour

Once all of tvwe Heoanr wildwled, htahe buttons wil/l
®onlrutt on. When the user clicks this button,

The buttons located here are for switching the
grouping of messages by topic.

@ I:’ Done "




The Mai | Vi ew

Ma i | Quota Miniview
When a user is logged in and vi ewiinlgl tbhee m
vi ewabl e on the bottom | eft corner. Theiasl, al o
ti mBel ow i s an example ~f tha araph;

r (:f) 15%

The color of this graph will <che
) percentage the user is at. I f it
@35% 85%, the text will appear red, &
yell ow. After 90%, both the text
red.

A warni ngbewidils pallasyc

when the user is cl 4\ You have used over 90% of your storage
quota. (>90%at seiegh P

@ 92%

When the user has raaaehedr 1Mhm8%sqgetwjl|l | appea
Mai | functions may be altered as well from a

A An error occurred!

'n' - @ 100%0

You have used over 99% of your storage quota.



Add to Bluwuekilstst/ Whi

Directly i nthéeree . R -
are options to add - i‘ﬁ;”' & . W
hi ghl iegiati éadnemteandl & ss t
When a user clicks
optithefisr, ®mi el d of tF

:Iv Messages 1 to 7 of 7

will be extracted, — ¥ As unflagged
a p p ro p r | at e d S )S t . ( - ¢ Add Email To Blacklist
* Y Add Email To Whitelist [Sefg
o o - Mul ti ple messages are
}Al- . =u _/, see to be selected and a
Reply all Forward Delete Mark More | iS st T h | s | s d one b y C |
£#~ Messages 1to 7 of 7 e As read me s S a 9 e, h o | d | n g e | t r
1 s e Shift, and selecting
™ As flagged = 4 Duplicate entries w

consolidated into o
unflagged

1r Add Email To Blackiist

e ——— % Add Email To Whitelist §

Reporting Feedback

|l duser would |l i ke to v pinion or
certain elementabwitbnnewe
top left corner that wil!/ to do th

i mage) " Reolv all Forward



Contacts VI ew

User can find their-r saved co
on ffChoent atcatbs i n the upper ri
/I\ a corner of their Webmail .

B Mail g

Cal endar Vi ew

Creating Events

To creat eyoaun ceame reti,t her <cl i ck/ double click
or fMNeRev edbarttt onated i nThihe ¢ alpenecdnt .i s very si
calendars in function and features.

I
E O B

Mew event Print Iy

November :

Mom Tue Wed TI



When mlaw edwd mtd ow (%)

. New event
you wi | | be prexem
options. Summary

H e r e | S a q u | C | |Surnrna'\r
a | | (0] f t h e m: Location

Description

URL

Start | 2018-11-08 | | all-day

End (20181108 |

Reminder MNone A 9

Calendar Default ¥

Category — v

Status = v

Show me as Busy A

Priority v

Privacy ¥

Save Cancel

4

Thé&ummaodty b :
Summary: This is what wil/ be displayed on th

ands idkasi c overview of the event.
Location: Where the event will be. This fi
Description: A short breamalkddwn of what thi:
URL: A website that you may want to | ink t
Start/ End: The beginning and the end of th
Remi nder: Set a reminder, that will alert
Calendar: Which clhdehdagothmndervent s

Category: Which type of event this is. The
Family, and Holiday.

Status: Your currenthestcatrusenwi tolpttilbins eawen:
Cancelled, and Tentative.



Show me as: Whem prhoedghréeegsesn,s ih® wi your status

The current options are Free, Busy, and Tent at
Priority: A basic scale from 1 widl h9,eitnog s h
the highest, and 9 being the | owest.
Privacy: Set thes wivemtmodeéaeofcutrirent opti on

and Confidenti al

ThéRecur rodmdbe

RepeBhits option will allow you to set up r¢
repeat frequencies such as daily, weekly, and

Every: FrequedcRepkaspeptfon not didl adb ygv e.
is selected, this optfeogerrwi&l daybow you to sp

Unti | : Repeat this igmalcess, until this con

Théarti cdTpasbnt s

This tab allows you to ad®d,pamtdi cihparkt ¢ ,hed gs ia
when schedlunlei ugsers in this |ist will also be
addr ess | ifPsatretdi atiod atnintre .

Editing Events

To edit an already e ck on
t he event wictaliem dtahre

10:00 - 12:00 & &
Meeting
@ Main Office




°This wi || bring up anoth
2018-11-13 10:00 — 12:00

will give you a short ©br
Meeting Q%’ current event. The vVvi ewi
(@ Main Office L. . .
Short meeting to discuss future plans “f)& a | S 0 b e I n t h e u p p e r r I g
gwisgwtc@gwic net [ gwisgoldenwest@goldenwestnet € Wl n d O W. ( P I’ | Vv a. t e y C O n f | d ‘
hitp:ifwebmail gwtc.net H i H H
Show message 15 minutes before m a y e d I t . Wml I CSH eWIe“n In g u p
© Accepted the originalwewéeonw creat
o del et e t;oirs bevenrgt up mor e
2018-11-14 10:22 2018-11-14 10:28 op ti ons i ncludi n g downl!l o
event, sending it to a p

Edit Delete Options ¥

,copying the event.

| mporting/ Exporting Eve

To i mpor tl iecvke ntthse,
A mpabrutt t om dtso wé e top_
the calendar view. (
expected format for i 4 + wi ||
need to da&fsonmahe Whel
i mporthengpti on to chcnt Import Export
calendar to | mpevwdntt

frown | | be selectabl

B

To expos¢tl iecvke ntth e @

button. Whetheexpadi toint, 4 1 9 3 4
choose which cal endai
events wil/l al so be dc¢, L. 8 .90,



Settings

Preferences

To change your useriPrpefedregreneckes ,| &fetl excd!| umr
will expanadptimeo teosube Megtbhtahumn.t he

Settings Section

Q Preferences | |;| User Interface

Bl Folders Im  Mailbox View

.L Identities Displaying Messages
. Responses %+ Composing Messages
51l Password : Address Book

i Mailbox Quota i Special Folders

n 2-Factor Authentication & server Settings

i Web Quota /‘ Message Highlights
n Mail Settings Calendar

User Interface

U S e r I n t e Main Options

This section cove =~ = = -
el ements containe . ... a0 v
interface , i Ncl Ud Dpatemoma 2018-07-24 ¥
refresh interval s e Z
S k | n S Refresh (check for new messages, etc.) every 15 minute(s) ¥

Interface skin
User I nterface (

lfg:] Mail | classic
- ( ‘eh by The Roundcube Dev Team
L an ua g 00se 23 License: Creative Commons Attribution-ShareAlike

a |large list of |
n O t e y N 0 t a | | f e a . - Ib-:rFrlfINT & Bl'.irp fur Gestaltung, .Swit.zeriarjd }
C O r r e C t I y | f a n O t - ™ License: Creative Commons Attribution-ShareAlike

chosen.)

Browser Options

TI me .Z Olnfe y 0 u Handle popups as standard windows
. Register protocol handler for mailto: links
to choose your ti ,
chosen automatically otherwise.




Ti me f:orDmdtf eatesntt & odinmepl ay the ti me.
Date fomMmdtf erent formats to display the da

Pretty dMittens this option checked, dates <cl o
rel ati ve oa@mife B It iedieet acy.

Refriresthow often webmae |l mahloud @dr comstud tchdck
messages.

I nterfac€hblbise fAbleaanenetmmi ch cl osely resembl es
webmail ), orihalmeynew skin

Handle popups as :st avhdkearr dvebimaddwsopens mess
compose form in sahnewcanndowher be a detached
size and without toolbar buttons or, with thi
window or etvleer jtuslh iam your current window. | f
by the webmabbegpphecatitbhngs of your browser

Register prot&ooal chandkegrster this webmail
whenever you click an email l i nk somewhere on

Mailbox View

M a | I b O X \/ Main Options
. Layout Widescreen (3-column view) v
The settings v S—
. X Mark messages as read immediately ¥
mail box view c .
. On reguest for return receipt ask me ¥

the webmaidnter _ , i —

pand message threads never
appears when i Rows per page -

Vi ew, as wel |
notificati ons NewMessage

Check all folders for new messages

Display browser notifications on new message #| Test
Play the sound on new message | Test
Close desktop notification after 10 seconds ¥
LayoutChoose iWied eve@drnieedsnkd aonpil iosTthi s wi | | chang
how your mail view appears.

Mar k messagesAmmsl weemddel ay bet weamdvi ewing
mar king it as read.

On request f or Trheitsuronptrieocneicpotnt r ol s t he beh
message you received has a return receipt ass




Expand messageVNhtemrdadgs i ng messages in thre

how conwermggs atuipe are expanded in the | 1ist.
Rows per Phegemessages | ist displays this nt
(ak@gaadg ncreasing this number may result in |
a mail box folder.
Check all folders 8pfrauwmletw, mesisyaw gtelse | nbox i

new messages periodicaildg.fillftegmonu hmyvtalslee d etrt
i ncoming messages to other f olNdoetres:, GCyuorur esnhtol uyl
server side filters are not,itmhlemeptéedn ®nte
us e.

Di splay browser not i f:i cvdhteino nas noenw nneews snmaegses aa
checking this box will change the favicon in
message.

Display desktop notificatilgnshiocsn ompdw ome sas d
selectable unless your connethtiisowiils$ odvempl &$L
notification, directly to your computers desk

Pl ay the sound :onWhneenw amenseswvagree Ssage arrives
pl ay.

ClosetdpshkhotificatiHow (I1®$%Ng amley)desktop not
on sckteewour connection is not over SSL, this




DI S p I a y | n g Displaying Messages

Main Options
T h | S S e t 0 f 0 p t | Open message in a new window
messages i n t he Show email address with display name
be displayed. Display HTML v
Display remote inline images never T
Display attached images below the message L
After message delete/mowve display the next message o

Display emoticons in plain text messages

Advanced options B

Open message in aNinew tviinsdoowt icdn ckh eqgk ead,

message in the email view wil/ open it in a n
wi ndow/ tab.
Show email address Whtehm actheglkandinamadr ess

appended to the sending emaonll ya dtdhree sdsi.s pWhaeyn nna
shown.

Display HKhMlck this option to display for ma

intended it. When disabled, fprmantetedxtemail s

Display remot:e kFodmatet éina@eBML) messages cC:
references to images which have to be | oaded
your privacy and reveal to the sender that vyo

ofted byespammers to veri fiys tvhaaldi gourcamabé 8
mor e spam.

Display attached i mageBndbkl ®ewthihe omgtsisamgei f
i mage attachments being displayed below the m

After message detlkréeedenvtvem@sespyealys whet her

screen should jump to the next message in the
(not in the preview pane) and then move or de
Di splay emoticons i:n Whleani m tsextcirhe £s ppad er

ar e f ound#f :opro:cthti gasse wi | | be translated iIinto em



Composing Messages C O mp O S I n g
Messages

Main Options
Compose in a new window

Compose HTML messages never

These settings con
|l ook and feel of ci

Automatically save draft every 5 minute(s) ¥

Always request a return receipt

Always request a delivery status notification m e S S a g e t O S O m e O n e :
Place replies in the folder of the message being replied to

When replying start new message below the quote ¥

Messages forwarding inline v

Default font of HTML message Verdana ¥||10pt ¥

Default action of [Reply all] button reply to all v

Enable emoticons Ld

Signature Options
Automatically add signature always b
Place signature below the quoted message
When replying remove original signature from message L

Force standard separator in signatures bd

Spelicheck Options
Check spelling before sending a message
Ignore words with symbols
Ignore words with numbers

Ignore words with all letters capitalized

Compose in a: nWwthwi ndiosv option choesceked, th
form will open in a new window instead of the

Compose HTML: m€veages his option to enable
editor when start to compose a new message. T
message colmposamgbe toggled at any time while

Aut omati cal:l yWrialvee ydaowfwri te a new message,
the Drafts folder ever few minutes. Select th
her e.

Al ways request Axtr etaiiRen adhecos epg i pg opti on
default for new messages.

Al ways request a del: i VAerty ¥3dtlat wiedrgn ogtidtiwcsat
not i fadsceantdiionng opti on by default for new messag
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Me
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S S

I text when replying to a message.

ages @orGCwanrtdrionl s t he mode how messages
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De

|t

f a
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ult font of WhleMiL wreistsiangge a f or matted (F
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ce and size is utsiemg.for the default te
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|l ists, this setting controls how to r

bl e emoEnabhes emoticons to be used in

destinati on.

mataiddalsliyn&elueet in which cases the si

i dentity i s added to a new message.

e signature bel owWhkea qeptl ¢ dhnigse svweialgle c h

your signature to be placed underneath

replowiengrriegmnal signa®sr éher ommmessgg

~+

ting removes detected signatures from

e standard sepaWhtar cihe ckie ¢ #iva)ti virde sbaes h e

(o2 (@]

O

efgnatyoer si

Kk spelling bef or eBesfeonrde ntgh ea nmeessssaaggee i s

a spell check, any errors wil/ be und

enu that allows you to select the propo

-

e wbrdgmiwbd snot spell check words wit!

re words: wDbhnotutmbpewitbheohkmbwbpsds

-

e words with:abDlo hettepel tapheaki aéd




Address Book

Addr ess
Main Options
These set
wi || conobnohk Default address book | Personal Addresses ¥ |
ar e handl ed List contacts as Display Mame r
di s P | a y e d. Sorting column Last Name v
Rows per page 50

Skip alternative email addresses in autocompletion

Automatically Collected
Use automatic address book L

Use automatically collected addresses for autocompletion L

Def aul t addrSeeslsechtootkhe def aul t address book
saved to when adding them from the mail vi ew.

List cont@obossa@ashow names are displayed in

Sor tciongumrsel ect the contact attribute used
|l i st .

Rows per Plhgenumber of contact % adpdgsnp Itahyee d ¢
contacts | ist.

Skip alternative emai |l :adMirtehs stehsi si no patuitoonc oc
every contact wil/ only appear once in the aut
start typing in the recipient field. The firs
be inserted. | f disabled, all emableddfoesses

selection.

Use automati c: aWharmr sse rbdiorkg a méaswea gtehd 0 s

email address be automatically added to your
Use automatically coll ect ed Vahdednr ecsosnepso sfionrg
messaagglelr esses thatwutlhanae ictaedny coll ected wildl

to filfFr ooint el de



Speci al F

Some fol ders

special pur pos e MainOptions

by SySt em proce Show real names for special folders

messages. This

you to choose w

are userde tr asftto

or del eted mess Junk
Trash

Special Folders

Drafts

Sent

Show real names foWi spethias s$eot deng
der s

names of the assigned special fol
| ocalized names.

Drrafts

Sent

Trash

ar e

enabl

di

e
S



S er \/S%rt t | n Q Server Settings

Main Options
This section

more advanced s
control how me s Do not show deleted messages
treated by the

Mark the message as read on delete Ld

If moving messages to Trash fails, delete them

Directly delete messages in Junk

Maintenance

Clear Trash on logout

Compact Inbox on logout

Mark the message :adWindad hors oeltetosm enabl ed
are also flagged as read when deleting them r

Do not show desl:etTehd smeospstaigpen suppresses mes
del eted from being |isted.

| f moving messages t o TMawihndg atid sTr asH ed an
Trash féeél det ecsed or over quota.agMd harteni s op
del eted from the current folder when you atte

Directly del et e: méessageess iinn Jtume&k Junk f ol de
the Trash first when deleting them. Skip that

Clear Tr asth Aosn tlhoeg opti on name says, this w
when you terminate the session.




Message Highlights

Message Highlights

From ¥ | matches calor delete add row

Message Highlights

Message Highlights will allow you to markKk
rul eset. The current rulesets that you may de

FramWhen a message hirs adnemaa thien edgmad It haed dr e ¢
matches this rule, color the message differen

Subj:edMhen a message h@dubgoereda diem anmd cthlees t h
rul e, color the message differently.

To Wheamainl i s emaaddrf mateches this rul e,
message differently. Thifsenftiol demar k messages |

Cc When a messagar tomt @amypymat ches this rul
message differently.

Bel ow i s an asxaawplemaifl whill appear as whe.

Dan 2018-09-14 12:21
What self-driving cars mean for you

The color can be chafmog®@woby clicking on the

Message Highlights

From ¥ | matches color E delete

#bRbitT



Cal endar

Calendar
The calendar )
. Main Options
options that
. Default view Week ¥
configure to e S—
. Time slots per hour |67
overall experi
First weekday Monday v
First hour to show 06:00 ¥
Working hours 06:00 ¥ | — |18:00 ¥
Event coloring | According to calendar ¥
Default reminder setting | None Y || 15 || minutes before ¥ |
Create new events in Default ¥
Event Invitations
After an invitation or update message is processed Do nothing T
Categories
Personal #c0cOcO || X
Wark B #0000 || x
Family #00ffo0 X
Holiday B #rs500 || x
Add category
Birthdays Calendar
Display birthdays calendar
Personal Addresses
From these address books i
Automatically Collected
Show reminders | None Tl | days before Y|
Def aul:t Whemw first <cl i ckdinsgploany tthhei sc avliieenwd afr
Ti me sl ot:s Hoew nhaonuyr sl ot ¢ =~ ' i n
ei t helWeadbEDadgvi ew. Exampl e W gso0 asl ot s:
06:10
06:20
First :welerkdtalye mi ni calendal .3 as some
the main calendar view, Set .. to be th
First haurl ntd hehovai n cal 0850 w, on ei't
fiWe edbh iDaov i ew, show this hour 0700 op of the



Working: Hbeatr s to the time you are typicall;
detect conflicts when accepting invites.

Event colCorliomrg events based thiecCadendat her
outline of both.

Default r emi nReetr ysceurt icdhggf autteaemngdeewwdee

Create new eSweanttshei default calendar to pl a
t hem.

After an invitation or :upWhaatineh and sag a goen ihsa sp
updatdedt,hi s action to thevoriagiimaal. emai |l with
CategoriHese i s where new categories can be

be assigned.

Di splay birt:hdAhadd a anewdaal endar into the (
di splay birthdays.

From these addCkresessbowkhkisohsaddnéasasnbBot he b

Show remi bedér 8 reminder when a birthday 1is
bet ween minutes before, hours before, and day
Fol der s
Settings Folders Q
[ preferences This section wil!/l al |l ow
& Foiders Q3 moox remove and manage Vi ewa
. ¢ Drafts folders imaitlhevinman.n
& ldentities
m‘ient
iResponses ol
B Trash
[*1] Password —
B Deleted Items d

~ 1 : P x | DR

To create a newlCfeader
Fol abeurt { o b hheo c+ta)t e d H:eollcxiverts\l,

col umn: + - O oisw



Once clicked, a ne
Folder properties wi ndow wi | | popul at e
of the Folders col umn

Location
. “ | Provi del déere name,
the parent fdledawu]l tanc
Parent folder = 7 view mode. The defaul
Settl mode will automati cal
ettings . .
t hieio®tr hr eawd w when
List view mode List ¥ . . . . .
—— viewing mail within t
m .After filling out
click save to apply vy
changes.
The current quota us~~ce faor =2l 1l fal ders
combi nedk wiilslpl ayeihdae x
button at all times. Ti 4 8- @ sow tange coO
to better alert you whe 5 ; 5 al most
full

When a f ol deyoui snayelealdtted,he exi sting conf
above. Htolweveurr ent ssifzod doefr ocmalny btehiviClewekli by
here to geda folder size

To empty a folder of
Select the f ofEdnpd yand <ch
under the settings butto

b

== Lk - @ s9%




| denti ti es

Identities Add identity

The settin 7 s

control th PRy e
and emai l =

a d dl’ e S S( e S Organization
asender wh e
send out e -
messages Set default

Signature

Signature

HTML signature

+ [ save |

Display mhamef ul | name di&playwed ipmogheamr e
receiving your message

Emai IThe email address stated as sender of
identity. Pvlael ai sde eemmatielr aaddr ess that i s handl ed
Ot her wi se message sending might fail because

Organi:zaSdamen emai | programs display the or¢
messages from you with this filled out.

RepTyg Enter an email addres® temmti |diafdfderress s
here in order to force recipients to send ans
email address.

Bcc Specify an email address herg that wil/
message you send with this identity.

Set def@Gléeédk this box to make the current i
when writing new mesYageanotYber caendeéer |l idehoi f
composing a message.

Signat EEmd er the esrg.nature text h



HTML sign&hecé& this
messages and to enable

a tool bar to adjust

Addi ng

option if you mainly s
formatting of your sig
formatting.

mages to a Signa

HTML f or matt ead ssoi gagndtouwwn ¢éso embed i mages whi

outgoing messages.

box. Then find an i mage
The i mage can be mb¥ed

an image to your si i
|l e on your computer

wr obhhd o©hereditor box

Responses

Add response

This settings sectio
manage your personal
boil erplfaeaeee@daka

respomysheisch are hand:
when replying to mes
with prepared respon

Click the + iconfowmtdrhet 0 esrpoaitsee d irsdw respons

enter t he response

and finish with c¢click



Passwor fue.

Space used: 2.00% ( 1.79 MB of 100 MB )

This tab w o
u to change S Jp—
word of t
are | elgge
n exampl e
wor d cvhiaenw
password

(7]
(7]

Space used : 1789 KB (1.79%)

< T

O 9 T C O 9 w O O

nu nu 0o - < un

it least 8 characters long.

your desired
word twice. Once 1 1nmnLu Lne New
word field, and again into the Confirm Ne

T "+ o0 T

a
s
r
rent pPassWo: u, oy e
n
s
s

Mai |l box Quot a

Mallbox Quota

Space used: 2.00% ( 1.79 MB of 100 M8 )

B
To view your oc¢haiclk
Mai |l box Quot aprteasbe.ntT
intractable graph wi real
ti me.
76 w8 o 100 M8 You may al so hover yo

e over the pie graph for
det apil eddr g our quot a.

Space used : 1




2-Factor Aut henticati on

2-Factor Authentication helps tremendousl y
basis behind 2FA is that another form of auth
is all owed. When tlyadws wWielalt umreed st & nmrbd widde y o
ad password,irahtdi mtbleato dies gener ated every mini
apps such as Google authenticator.

Pl ease note: When 2FA is enabled, you wil/|
your account . | f something happewsthoyohe dewo:
that generatgouthwa |l docdheasve to use a recovery ¢
configuration reset.

When you firsypuciwitk bbeptaebented with the
None of the fields wildl be filled out:

Activate

Recovery codes Show recovery codes
QR Code Show QR Code

You can scan this QR cede containing the 2-Factor settings using a TOTP compatible app such as google-authenticator
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